
The
Conspiracy

Theory 
Handbook

Stephan Lewandowsky
John Cook



2 The Conspiracy Theory Handbook

Written by: 

Stephan Lewandowsky, School of Psychological Science, University of Bristol,  
School of Psychological Science, University of Western Australia, and  
CSIRO Oceans and Atmosphere, Hobart, Tasmania, Australia



The Conspiracy Theory Handbook 3



4 The Conspiracy Theory Handbook

Why are conspiracy theories popular?

A number of factors can contribute to people believing and sharing conspiracy theories.5

Feeling of powerlessness

People who feel powerless or 
vulnerable are more likely to 
endorse and spread conspiracy 
theories.6 This is seen in 
online forums where people’s 
perceived level of threat is 
strongly linked to proposing 
conspiracy theories.7

Coping with threats

Conspiracy theories allow people 
to cope with threatening events 
by focusing blame on a set of 
conspirators.8 People find it difficult to 
accept that “big” events (e.g., the death 
of Princess Diana) can have an ordinary 
cause (driving while intoxicated). A 
conspiracy theory satisfies the need 
for a “big” event to have a big cause, 
such as a conspiracy involving MI5 to 
assassinate Princess Diana.9Explaining unlikely events

For the same reason, people 
tend to propose conspiratorial 
explanations for events that 
are highly unlikely.10 Conspiracy 
theories act as a coping 
mechanism to help people 
handle uncertainty.

Disputing mainstream politics

Conspiracy theories are used to dispute 
mainstream political interpretations.11 
Conspiratorial groups often use such 
narratives to claim minority status.

People who 
feel powerless 
or vulnerable 
are more likely 
to endorse 
and spread 
conspiracy 
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Response to Global Warming
by climate change deniers
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CONSPIR: The seven traits of conspiratorial thinking

There are seven traits of conspiratorial thinking 29, summarized (and more easily remembered) with the 
acronym CONSPIR:

Nefarious
Intent

Something 
Must Be Wrong

Contradictory Overriding
suspicion

Persecuted
Victim

Immune to
Evidence

Re-interpreting
Randomness

N SC O P I RConspiracy theorists can simultaneously believe in ideas that are mutually contradictory. For example, believing the theory that Princess Diana w as murdered but also believing 
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The self-sealing nature of conspiracy theories means that any evidence disproving a theory 
may be interpreted as further evidence for the conspiracy. This means that communication 
efforts need to clearly differentiate between different target audiences. If conspiracy 
theorists re-interpret evidence to mean the opposite, then they require a different strategy to 
those who value evidence. The following pages look first at communication strategies for the 
general public, then for conspiracy theorists specifically.

Something must be wrong
Although conspiracy theorists may occasionally abandon specific ideas when they 
become untenable, those revisions don’t change their overall conclusion that “something 
must be wrong” and the official account is based on deception.24, 30
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Protecting the public against conspiracy theories

Reducing the spread of conspiracy theories

An ounce of prevention is worth a pound of cure. Efforts should 
therefore focus on protecting the public from exposure to 
those theories, by inhibiting or slowing the spread of conspiracy 
theories. For example, sharing of conspiratorial climate-denial 
posts on Facebook was reduced by a simple intervention that 
encouraged people to ask four questions about material before 
sharing it: 36

Do I recognize the news organization that posted the story?

Does the information in the post seem believable?

Is the post written in a style that I expect from a professional 
news organization?

Is the post politically motivated?

When efforts to contain the spread of a conspiracy fail, 
communicators must resort to strategies that reduce the impact 
of conspiracy theories.

Prebunking

If people are preemptively made aware that they might be misled, 
they can develop resilience to conspiratorial messages. This process 
is known as inoculation or prebunking. There are two elements to an 
inoculation: an explicit warning of an impending threat of being misled, 
and refutation of the misinformation’s arguments. Prebunkings of anti-
vaccination conspiracy theories have been found to be more effective 
than debunking.37

Fact-based and logic-based inoculations have both been successful in 
prebunking a 9/11 conspiracy.38 This indicates some promise in logic-
based prebunking, given the seven tell-tale traits of conspiratorial 
thinking (remember CONSPIR?). If people are made aware of the flawed 
reasoning found in conspiracy theories, they may become less vulnerable 
to such theories.

If people are 
made aware 
of the flawed 
reasoning found 
in conspiracy 
theories, they 
may become 
less vulnerable 
to such theories.
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Debunking

There are various ways to debunk conspiracy theories, some of which have been shown to be effective with 
people who are unlikely to endorse conspiracy theories, such as university students or the general public.

Fact-based debunkings

Fact-based debunkings show that the conspiracy 
theory is false by communicating accurate 
information. This approach has been shown to be 
effective in debunking the “birther” conspiracy which 
holds that President Obama was born outside the 
U.S.21 as well as conspiracy theories relating to the 
Palestinian exodus when Israel was established.39

Logic-based debunking

Logic-based debunkings explain the 
misleading techniques or flawed reasoning 
employed in conspiracy theories. Explaining 
the logical fallacies in anti-vaccination 
conspiracies has been found to be just as 
effective as a fact-based debunking: For 
example, pointing out that much vaccination 
research has been conducted by independent, 
publically-funded scientists can defang 
conspiracy theories about the pharmaceutical 
industry.40

Source-based and empathy-based debunking

Source-based debunking attempts to reduce the 
credibility of conspiracy theorists whereas empathy-
based debunkings compassionately call attention to 
the targets of conspiracy theories. A source-based 
debunking that ridiculed believers of lizard men was 
found to be as effective as a fact-based debunking. 
In contrast, an empathy-based debunking of anti-
Semitic conspiracy theories that argued that Jews 
today face similar persecution as early Christians was 
unsuccessful.41

Links to fact checkers

Links to a fact-checker website from a 
simulated Facebook feed, whether via an 
automatic algorithmic presentation or user-
generated corrections, effectively rebutted a 
conspiracy that the Zika virus was spread by 
genetically-modified mosquitoes.42

Empowering people 

Conspiracy thinking is associated with feelings of reduced control and perceived threat.6, 7 When people feel like 
they have lost control of a situation, their conspiracist tendencies increase.43 But the opposite also applies. When 
people feel empowered, they are more resilient to conspiracy theories.

There are several ways to “cognitively empower” people, such as encouraging them to think analytically rather 
than relying on intuition.44 If people’s sense of control is primed (e.g., by recalling an event from their lives that 
they had control over), then they are less likely to endorse conspiracy theories.45 Citizens’ general feeling of 
empowerment can be instilled by ensuring that societal decisions, for example by government, are perceived 
to follow procedural justice principles.46 Procedural justice is perceived when authorities are believed to use 
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Conspiracy theories attempt to 
explain events as the secretive 
plots of powerful people. While 
conspiracy theories are not 
typically supported by evidence, 
this doesn’t stop them from 
blossoming. Conspiracy theories 
damage society in a number of 
ways. To help minimise these 
harmful effects, The Conspiracy 
Theory Handbook explains 
why conspiracy theories are 
so popular, how to identify the 
traits of conspiratorial thinking, 
and what are effective response 
strategies.


